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Electronic Health Records (EHR) Stage 3
 	The ethical, legal, and regulatory issues play an integral part in the implementation of EHR systems since they determine the extent care providers are maintaining the confidentiality of patients' information (Ozair et al., 2015). In this regard, the exchange of healthcare data should not occur without the consent of the patients. The results of adherence to principles that guide these issues ensure quality healthcare provision.
Table of Ethical, Legal, and Regulatory Policy Issues


	Table of Ethical, Legal and Regulatory Policy Issues

	
	
Topic
	
Definition of the Topic
(minimum 2 sentences for each, a definition in your own words)
	How the topic impacts and will be addressed in the selection and use of an EHR system (minimum 4 sentences for each topic - 2 on impact and 2 on how addressed)

	1
	Safe Design
	Safe design refers to the ability of the system to ensure the privacy and confidentiality of health records. The system should not allow disclosure of patients’ information without their consent.
	Since the nurses will be required to access patients' records, they must seek authorization from. The patients must consent for the exchange to be initiated. The issue can be addressed by assign level system access encrypted with passwords. The EHRs should also have secure interfaces that cannot be breached.

	2
	Meaningful Use
	The system should be used only for clinical purposes. The nurses should use the system to improve clinical outcomes.
	Most of the patients to the clinic will need interventions which the nurses will be able to provide using the data available. The nurses will also make an accurate diagnosis. The system should be monitored to prevent staff misuse. Besides, the system should have user levels that only authorize the stipulated personnel.

	3
	Quality Improvement
	The system should be able to offer quality care to the patients. The information available should enable analytics that improve healthcare.
	The patients at the hospital will be served quickly. They will be satisfied with the clinic's services. The system should make hospital operations efficient. The nurses should be able to make accurate diagnoses.

	4
	Data Accuracy
	The data provided by various health providers should be correct. The data should not be misleading consequently compromising patients' safety.
	Patients with complications expect clinical treatment devoid of errors. Using the correct data makes the nurses analyze health statuses of the patients correctly. The system should have a debugger to detect medical gaps. It should be easily updated.

	5
	Data Accessibility
	The data within the system should be accessible electronically to all health computers.
	The nurses can retrieve patients' data easily. The clinical interventions will be much fast. The system should allow storage of multiple databases. It should be interconnected remotely with other computers.

	6
	Data Comprehensiveness
	The data should be understandable to all stakeholders. Therefore, it should be easily interpreted.
	The nurses at the clinic can use data that is well recorded. The provision of care thus become less cumbersome. The system should allow predetermined entries. It should also have a good user interface.

	7
	Data Consistency
	The data within the EHRs should be consistent. There should be no variations that confuse.
	The nurses at the clinic can compare various medical results. Therefore, they make a few mistakes. The system should be updated regularly. It should be able to stray data that can confuse.

	8
	Privacy 
	The system should be able to ensure the integrity of patients’ data. The data should not land into unauthorized hands.
	The nurses will be able to safeguard the interests of their patients. The patients will feel that their personal information remains confidential. The system should have high security. It should only allow authorized users.

	9
	Confidentiality
	The system should be able to conceal the patients’ personal data. The users should not be able to infringe on the patients’ personal life.
	The nurses can carry out their duties without infringing on the rights of their patients. Therefore, they observe ethicality. The system should only allow treatment after consent. The treatment procedure should follow a systematic pattern.

	10
	Security
	The data should be protected from external threats. The access of the data is only possible to authorized users/
	The hospital will ensure that their patients' information is safe. The system is more reliable than paper records. The systems should be protected against external attacks. It should have anti-malware software installed.

	11
	Individually Identifiable Health Information
	The system should be able to hide the identity of the patients. The caregivers should have access keys to initiate the retrieval of the data.
	The nurses are only allowed to access what they have requested. The clinic will be maintaining legal and regulatory standards. The system should block unauthorized requests. It should notify the administration in case of infringement.

	12
	Protected Health Information
	The system should have databases for health records that are protected from specific users.
	The nurses can access health records encrypted in electronic files. They do not have to search from physical files. The system should have authentication procedures. The data should be categorized depending on health demographics.

	13
	HIPAA Privacy Rule
	These are national standards that protect medical plans of patients. The transactions within the system are secure.
	The nurses can conduct themselves under these standards. Therefore, the clinic communicates effectively with the government. The system should prevent the manipulation of information. Thus, must have read-only files where possible, 

	14
	HIPAA Security Rule
	The rule stipulates that organizations are entitled to protect the documents of their clients. The records are stored electronically.
	The nurses will align their duties to meet the HIPAA security rule. They will prevent strangers from accessing them. The system should highlight these standards. Besides, it should not violate the law.

	15
	Business Associate Contracts
	Organizations are authorized to perform specific functions for their clients. The contract is binding to both the parties.
	The clinic will make it known to their patients of the legal agreement tie them. Therefore, it will avoid getting sued for violation of the same. The system should not violate the contract. It should ensure patients are made aware of violations of these kinds. 

	16
	Authentication
	The system should incorporate authentication procedures that protect patients’ information using passwords. The caregivers are required to key-in these passwords to verify their identities. 
	The clinic will assign personnel that can access specific health units. Not everyone will be allowed to retrieve information. The system should have authentication levels. The system should have a good user interface.

	17
	Authorization
	The system should only allow authorized personnel to access health records. Unauthorized personnel are blocked from accessing the same.
	The nurses will be carrying out their duties only after authorization. Decision-making process will be managed. The system should have passwords. Besides, it should highlight authorization levels.

	18
	Encryption
	The system should be password-protected for safety. The users should be able to initiate a two-way authentication process to access the system.
	The clinical will have all its files under a secure server. The data will form a secure healthcare framework. The system should have a secure network. It should use high-level programming languages.

	19
	Technical Safeguards
	The ability of organizational computer systems to protect patients’ information. They should prescribe to HIPAA regulations.
	The computer network will align with the technical standards. The clinic will have good relations with governmental institutions. The system should protect these safeguards. Besides, their layout should not violate the rules.

	20
	Healthcare Ethical Principles
	The system should be able to meet healthcare ethical standards. Therefore, they should adequately protect patients' information.
	The nurses will act in accordance with the ethical principles. The clinic will avoid lawsuits. The system should not violate these principles. Besides, it should safeguard them.



Addressing the Most Difficult Issue
 	The most critical issue is the maintaining confidential of patients under essential conditions of health that hinder them to consent access of their personal information. The problem subjects the clinic to ethical dilemmas as it would not want to lose a life at the expense of the integrity of patients' data (Sittig & Singh, 2011). The issue can be addressed by seeking alternative consents from family members such as parents and spouses. 
	In conclusion, ethical, legal, and regulatory define the interoperability of EHRs since they ensure that health providers uphold their patients’ rights. There are a variety of topics that the system should address for it to become a success. Critical issues can be resolved through collaborative efforts to ensure patients’ satisfaction. 
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